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1. Function overview

Access control is a device system supervises in-and-out passage. It
is mainly used to authorize in-and-out personnel and record their
process. Access control software can set in-and-out privilege easily and
manage the personnel effectively.

Access control software is applicable for access control machines
of various modes. It can connect a number of access control machines
working at the same time and monitor in-an-out personnel at the real
time.

Refer to the following for detailed functions:

® Manage personnel’s basic files and record personnel’s basic
information

® Provide various database interfaces.

Upload and download personnel’s information

Control personnel’s in-and-out time zone .

Monitor in-and-out state with machines connected with network.
Download records from fingerprint reader regularly.

Operator sets up the system to ensure security.

Query in-and-out record & alarm record and export the data in
various formats.

® Detect the positions where access control devices lie in the way of
map.

® Control access control machine remotely, initializing machine and
operating machine synchronously.

® Group the devices or carry out subarea management.

® Manage personnel’s privileges in group.
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2. Installation environment

Computer: above Pentium 166, more than 64M Memory, at least100M
hard disk space
Operation system:
Microsoft Windows 2000 or Microsoft Windows XP
Windows2000 operation system is suggested and PentiumlI11500+128M
computer is the least requirement.
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3. Concept description

Machines connected with network, and real time monitor: either
connected with Ethernet or 485, fingerprint reader can be added to the
management software to execute management. After adding all the
fingerprint readers, click “Monitor”, and the monitor starts in turns.
Record the monitoring information at the real time: able to monitor
the fingerprint identification records and going-out button records on
each fingerprint reader and save these records to the database for later
query.
Query record: able to query the records when they are enough. While
querying, a variety of conditions are specified, such as fingerprint
reader identification, time zone , and department and so on.
Privilege management: add and modify user’s privilege on each
fingerprint reader and upload the information to the reader.
Department management: add and modify departments’ information.
User management: download user and his fingerprint. Modify user’s
information and privilege. Add code for user. Add user and upload user
and his fingerprint by using U are U.
Open the door remotely: press “Open” button to open the selected
door remotely.
Synchronous time: reader’s time agrees with computer’s time.
Upgrade firmware: upgrade reader’s running program.
Initialize fingerprint reader: able to initialize the fingerprint reader
during device management
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4. Installation and Uninstallation

4.1 Installation

Before installation, other running programs are suggested to be closed
to avoid conflict.

Notice: The displayed picture may seem different from the actual
content in the compact disk. If so, the contents in the compact disk
prevail.

Put compact disk into CD driver, and the installation program will run
automatically.

Welcome to the Fingerprint
Access Control System Setup
Wizard

Thiz will install Fingerprint Access Control System on your
computer.

It iz recommended that you close all other applications before
continuing.

Click. Mext to continue, or Cancel to exit Setup.

[ Mewt> |[ Canecsl

Picture 4-1 Select using method
Tip: Select [Cancel] button in the window of installation program,
installation can be cancelled.
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1) A dialogue box of End User Software License Agreement will be
shown later, as in picture 4-2. Select [Agreel, and click [Next] .

Setup

License Agreement

Flease read the following important infarmation before continuing.

Fleaze read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

EMD-USER LICEMSE AGREEMENT FOR THIS SOFTWARE ~
Important - read carefully:

Thiz End-User License Agreement ["EULA"] iz a legal agreement between you

[either an individual or a zingle entity] and the mentioned author of this S oftware for
the software product identified above, which includes computer software and may
include associated media, printed materials, and "online" or electronic

docurnentation ["SOFTWARE PRODUCT"). By installing. copying. or othenwize

uzing the SOFTWARE PRODUCT, you agree to be bound by the terms of thiz

EULA. If you do not agree ta the terms of this EULA, do not install or use the
SOFTWARE PRODUCT. v

®

()| do not aceept the agreement

[ < Back “ Mest » l[ Cancel ]

Picture 4-2 End User Software License Agreement
2) The installation path will be shown in later dialogue box, as in
picture 4-3. You can select your desired path and click [Next] .
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Setup

3

Select Destination Location
where should Fingerprint Access Control System be installed?

J Setup will inztall Fingerprint Acceszs Control Syztem into the following folder.

To continue, click Mest. If ou would like to select a different folder, click Browse.

| [ Browse. ..

At leazt 47 6 MB of free disk space is required.

[ < Back “ MHest > ][ Cancel ]

Picture 4-3 Select installation position
3) You will be asked to install what kinds of components in the next
window, as shown in picture 4-4. All components are suggested to
be installed. Then click [ Next]
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Setup

Select Components
‘which components should be installed?

Select the components vou want to install; clear the components you do not wank to
install. Click Mest when pou are ready to continue.

O~

[ < Back ” Mest > ][ Cancel ]

Picture 4-4 Select installation components
4) The position where shortcut is created will be shown later, as in

picture 4-5. You can select your desired position and name and
click [Next] .
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Setup

Select Start Menu Folder
‘w'here should Setup place the program's shartcuts™

Setup will create the program's shartcuts in the follawing Start Menu folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

Firu:lar itk & | [ Browse. ..

[ < Back H MHext » l[ Cancel ]

Picture 4-5 Select shortcuts’ position
Then installation path and mode will be shown, as in picture 4-6. Click
[ Installation] to start copying files. In the end, a dialogue box
indicating installation completed appears, as shown in picture 4-7. Click
[Finish] , and the whole installation is over.
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Setup

FReady to Install

Setup iz now ready to begin installing Fingerprint Access Control System on your
computer.

Click Install to continue with the installation, or click Back if you want ta review or
change any zettings.

Destination location:
C:%Program FileshacoessControl

Setup type:
Full

Selected components:
Fingerprint Access Contral System
Saftware Manual

Start Menu folder:
Fingerprint Access Contral System

[ <Back |[  Instal |[ Cancel ]

Picture 4-6 Installation path and components show

Completing the Fingerprint Access
Control System Setup Wizard

Setup has finizhed instaling Fingerprint Access Control System
on your computer. The application may be launched by
zelecting the installed iconz.

Click. Finigh to exit Setup.

Picture 4-7 Installation complete
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4.2 Uninstallation

If you don’t want to preserve this software in Window, you can
operate as the following steps:
1) Close access control software.
2) Enter [My Computer], enter [ Control Panel] with double clicks.
3) Enter [add/delete program] window with double clicks, select
[ Fingerprint Access Control Management System], and click
[ delete], then start uninstallation according to the tips.
4) The above processes cannot delete all the files related with this
software. It is necessary to enter the installation catalog to delete
access control’s folders.

10
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5. Function instroduction

5.1 Add device

[ Function Introduction] To achieve real time monitor, data upload
& download, remote open and other functions, the software needs
communication connection between fingerprint and software. It only
needs to add and save the device communication parameters to the
system during the first employment.

[ Operation Steps]

1. Two methods to enter access control system:

1) doubly click shortcut “Fingerprint Access Control Management
System”

2 ) Click menu: start->program->fingerprint access control
management system->fingerprint access control management system

2. Method to enter device management and add machine:

Click menu: access control management->equipment management.
Shortcut key F2

11
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Device manage

=1 Default

test2

MNew Device  Delete Device

-
-
Mew Group  Delete Group  Edit Group

Device Info  Communition ]Wiegand] E\nmetri:] inerl Access Ennlrnﬂ M\laral Other 1

Communication parameter

Name,tesﬂi
Communication typem Device Number,—1
P Address| 192 168, 1 200 Foi| 430
Caommunication key,—h

-~Communication options

BaudF\ale]ﬁ Device Number

Test Connection

IPAddiess) 0 0 . 0 0 Net Speed -
Cummunlcallunksyj— Gateway o.,0.0.,0
Netmask’m
[ Eten r r

(X

Read Options J et I I

3. Click *“add device”, a window will appear, as shown in the
following picture. The system supports RS232/485 and Ethernet
communication. Refer to the appendix for specific connecting
methods. After setting connecting parameters, click “test

connection” to verify the connection. If you want to add a
number of devices once, please click“batch add”.

New device § |

Select communication way hd

IP Addrress ’m
Port ’7‘13?0 *
Device No. ’71
Communication Pwd '7
Device name li *
Belong to ,m

Test connection | |¢ Ok | ||:‘]:" Close |

If there iz not a communication in the device, Do not fill in.

12
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4. Click “OK?”, the machine will be listed in the form of machine
name. The privilege side shows the machine’s communication
parameters.

5. After exit from the device management window, you can catch sight
of the device’s icon shown on the program’s main interface, as in
the following picture. The device’s connecting parameters will be
preserved in the system. If you want to operate the device, you can
only click its icon.

Tip: Click the right key of the mouse, and you can see a shortcut
menu which shows the related operation items.

] Access Control System — [Homitor] (=15}
LZZI Reesss Contrel Report System Help -8 x
-] g8 8 2] T $
Stan Opendoor | DewiceMng UserMng  Privilege Mng | Monitor Report Al Report | Download  Synchionize data
)
test] test2
Defaul:
| DeviceNa Device name Time Event User No. User name
L
[  Nomal 0 Exception 0 W cam 0 B Al o
Database:C:\Program Files\ceessContiol DalabéiTTZ000.mdb - £ Operator 2008-9-1 10:39:36

6. Device classification: Device classification means setting up
subarea of the device or carrying out group management. Click
“add classification” on the main interface of the device
management, open the window to add classification, input related
names, save and exit. Then drag the device to the related groups

13
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on the management interface.

Device manage

o,

-
Mew Device  Delete Ijevice Mew Group De\etz-(GrUuD Ed\t’GrUuD
V Device Info - Communition ]Wlegand] E\Umelnc] Puwerl Acoess Cunlruw M\farsl Other ]
Hi test] Communication parameter
- MomefoZ
e Communication type| Ethermet - Device Mumber 1
IPaddress| 192 188, 1 234 For[ 4370
Communication Keyli Test Connection
Communication aptions
BaudRate ’—L| Device Numhal’—
IP Address m Met Speed ’—Ll
Communication kay’i Gateway a.,o,
Metmask| 0 , 0 , 0 . 0
r r r

1]

Read Options

Different classifications and their devices can be seen on the interface of
monitor center, as shown in the following picture.

14
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O Access Control Report Systen Help -8 x

[ % &8 2 e = !

Start  Dpen door Device Mng LlsérMng Privilege Mg | Monitor Report  Alarm Report | Download  Spnchronize data

Default 4 B

Device Mo D evice name Time Event Lser Mo User name

5

[0 Momal @ Exception 0 | 0 8 All 0
[ratabase:C:A\Program Files\iccessControhDatahAT T2000.mdb - £ Operator: 2008-3-1 10:44:34

15
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5.2 Department management

5.2.1 Add department

[ Operation Steps]
1. Enter “department management” interface, click menu: access
control management->department management, as shown below:

@ Department |Z| |E| [5__<|

x
Mew Delete  Edit

2. The company’s name can enter: system management->system
parameter setting, to modify company’s information.

3. Click “add” to add department, and input the department’s name, as
shown below:

16
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Mame

[#  Pevp)
& Newy
IET
B sevels) |
|d* Cancely) |

4. If a number of departments need to be added once, input one
department’s name, click “save and add”, and input another

department’s name, as shown below:

|+ PPl

| & Newly)
Mame | Overseas Department | [ Newld)

B saes) |

[*  Cancel) |

5. After inputting department’s name, click “ save and exit”, thus the
department is added to the list, as shown below:
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@ Department '-_ E E|

x =
News  Delete  Edit

Company MName
Overseas Department
Rt

5.2.2 Modify department’s name

[ Operation Steps]
1. Select the department which needs modification and click
“modify”, modify the name on the modification interface.

E] Department X
[#  Pe)

(& et |

Name |FE | E Newla] |

B sevels) |

|[* Cancely) |

2. After modification, click “ save and exit’, as shown below:
“Overseas Department” has been changed into *“Technical
Department”.

18
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@ Department

x 2
New Delete  Edit

Compary Hame

Technical Department
R0
Test Department

5.2.3 Modify administrative subordination relationship

[ Operation Steps]

1. Select the department which is to be dragged by clicking left key

of the mouse, as shown below:

] Department

x 2
MNew Delete  Edit

Compary Mame

Technical Department
Rl
Test Department

2. Drag the department to target position, as shown below:

19
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@ Department

: x 2
- MNew Delete  Edit

Company Mame
E- FtD

8 T =chnical Departrment
Lo Test Department

5.2.4 Delete department

[ Operation Steps]
Select the name of the department which is to be deleted, click “delete”,
and select “yes” or “no”, as shown below:

Company Mame

= R&D

. Technical Department
" Test Department

\ ? ) Are wou sure to deiete [Technical Department] department?

es Mo

Notice: If a department has recruited employees, or there is
subordination department under a department, then the department
cannot be deleted.

20
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5.3 User management

5.3.1 Add user

[ Operation Steps]
1.Method to enter interface of “user management”:
Click menu:: access control management->user management
shortcut key F4
2.Click “add”, add new user, as shown below. Input user’s number,
name and so on, click “save and exit”, or click “save and add” to
add another employee’s information.

E](lh er management

el pa = " | @,
Delete  Edit | @Userinfu &] AC Priviege
Department =1 Tatal Access
Company Name UserNO. |1 haerprint | control group
- R&D Custorn Na. ~Photo T PreviE)
- Test Department
User name & Mext(H]
Department |Company Name - D
i [ Mewiy)
Gender @ Male ¢ Female
: B Sl
Priviege |User -
[J#  Canceild)
Card number
Posiion = &
Finger print
[testt | = 8 Connect
Enroll with Sensor ] Enroll with fingarprint device: Eroll
T - &

3. Then the added user’s information will be shown on the
management interface.

21
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E] User management

- * »

L s v E N
Mew Delete Edit | Device to PC PCtoDevice | Search Cancelsearch  Column display | view device enroled  AC Privilege -

Department -~
UNSET' CUNS: User name |Yepartmer |iende| Privilege | Card number Pasition hn;grl::mt Wﬁlfﬁe;fuw
+- R0 L4LIN a Rian'wan  Company | Male User
Test Department | [z a00002  Riao Li Company | Male User 0
J Count 2 0 v

5.3.2 Modify employee’s information

[ Function introduction] Set user’s photos, subordination department,
fingerprint enrollment and so on. The fingerprint reader supports
Chinese display but does not support Chinese input. If you need to
display the name on the reader, you can download user’s information
from the reader to the software. After the name has been changed into
Chinese, upload it to the reader.

[ Operation Steps]

1.Method to enter “user management”:

Click menu: Access control management->user management
Select employee: select user in “user list”, click “modification”, and
modify user’s information on the pop-up interface, as shown below:

22
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@ Userinfo r5_<|
UserNO. |1
Custom Mo, |a00001 Phato 4+  PreviF)
|Jzer name |><|a0 ‘wian & NestiN]
Department |Compan}l Mame AD]
D Mew(a)
Gender |+~ piale fv
B Save(S)
Frivilege |User ﬂ -
[ Cancel(@)
Card number |
Position | = &
Finger print

Er—
Enroll with 5ensaor | Enrall with fingerprint device Errall

3. Add picture: the system support directly selecting photos from files.
Click “obtain from files”, enter the dialogue box of image file select,
select an image file, click “open”, and the image file will be added
successfully, as shown below:

23
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@ Oseranfo &
UserNO. |1
Custom Ho. |aDDDD1 Photo + Frev(E]
Uzer name |><|a0Wan $ Nes()
Department |C0mpan_l,l MName
B Newia)
Gender | ¢~ piale Iy
E SavelS)
Privilege |User -
[ Cancel@)
Card nurmber |
Pozition |
Finger print
i =
est] MO} Connect
Enroll waith 5 ensor | Enroll with fingerprint device Enrall

5.3.3 Enroll fingerprint through fingerprint device

[ Function Introduction] Collect user’s fingerprint and preserve i
the database. After fingerprint enrollment, please upload fingerp
information to the specified reader.

[ Operation Steps]

1.Method to enroll fingerprint through fingerprint device:

Click menu: access control management->user management

2.Click “add”, add new user or select user in user list and c

“modification”.

24
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[ Oserinfo rs_(|
User MO, |1
Custom Mo |a Photo LS Prev(P)
User name |><|aoWan 3 NetN]
Department |Company Marme LI.DI
B Newld)
Gender | 3 Male " Female
5] Save(S)
Frivilege |User j
EI," Cancel(d]
Card rmber |
Position |
Finger print
T =
=l v @ Cannect
Erroll with Sersor | Ennoll with fingerprint device | Enrall | | ey |

3.Select “enrollment with sensor”, click “enroll”, and enter the
fingerprint enrollment interface, as shown below:

Enroll Fingerprint

% Eancel

4.Click the finger whose fingerprint is to be enrolled, and the system
enters a state to receive enrollment, as shown below:

25
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Enroll Fingerprint

/UK

e W0
(o

5.After the finger finishes its press on the fingerprint collecting device,
the system enters the following state shown in the picture:

Enroll Fingerprint

6. Press 3 times with the same finger according to the tips, click “yes”
after successful enrollment, return to user’s information editing
interface, and click “save and exit” as shown below:

26
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El User management

x 2 ¥ + b = v ; % ?
Mew Delete Edit | Device to PC PCtoDevice | Search Cancelsearch  Column display | View device enrolled  AC Priviege -
Department U Cush T otal A =
ESTEaRETeE et ‘ﬁ;m User name |repartmer |iende| Priviege | Card number Pasition hng;:"m le'r:;‘e;'iup =

= R&D L4 4§ a Rian'wan  Company | Male User

Techrical Department 2 a00002  |Riao L Company [Male  User 0
Test Department —

J Count 2 2 ~

7.Fingerpring verification: select “enrollment with sensor”->click
“verification”, the following interface will appear to check if the
fingerprint enrollment is done or not.

Fingerprint wverification rg|

Failed in

Uﬁ@ %%D@

9.Press the finger on the device, if the following dialogue box appears,
then the enrollment failed, please return to step 3-6 for another
enrollment.

27
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Fingerprint verification

Validation Failed

0 W

10.The enrollment succeeds if the following dialogue box appears.

Fingerprint verification E]

Valication Succeed

UU@ s‘d@@

11.After enrollment, click “upload user’s information” on user
management interface, and upload the user’s information and
fingerprint to specified device after entering the following interface:

28
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@Uplnad Ters Info

Steps: 1:Check User. 2 Check conect device, 3Click Upload button.

User information

User no. Username | Department | Privilege | # €
LI Hiao Wan Company Nar User
|2 Hiao Li Carnpary Mar User . Uncheck all user

£y

Check all user

2|test2

Q$ Check all device

W Uncheck ol devies

f Upload

Upload

v user
[~ Finger print

[~ Cache Mode
J Cou 2 v v

Current process: [ Close
Total process:

12.You can select *“ Cache Mode” to upload user’s information. In this
way, if the transmission fails, the entire user’s information won’t be
uploaded to the device, or the user’s information will be uploaded to the
device before the transmission fails.

5.3.4 Enroll the fingerprint through fingerprint reader

[ Function Introduction] Enroll fingerprint directly on the specified
fingerprint reader. After enrollment, the information has been
preserved into the reader and the local database. Therefore, there is
no need to upload fingerprint data to the enrolling fingerprint reader.

[ Operation Steps]

1.Method to enroll fingerprint on fingerprint reader

Click menu: access control management->user management
2.Click “add” in user list, add new user or select user in user list and
click “modification”, then enter user’s information editing

29
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interface.
3.Select reader’s name, as shown below:

L.[_-.[ Oserinfo

Uszer NO. ’17
Custom Mo. ’57 Phat
Uszer name ’W it
Diepartment m

Gender | & pale " Female
Privilege ’h
Card number .‘:-:"-- \ i
Puosition ’7 E &
[ I Enolicad

Finger print

E—
EM[D” with fingerprint device Enroll

4.Click “connect device” to connect fingerprint reader, as shown

below:
@ Oserinfo

User NO. ’17
Custam Mo ,67 Pl
Uzer name W
Department m

Gender | & pale " Female

Frivilege ’h

Card number ’7 H L1
Puosition ’7 & &
[ I EmolCad

Finger print

] -
Enrall with Senzar | Enrall with fingerprint device Enrall

5.Click “enrollment” to enter “fingerprint enrollment” interface, as
shown below:

+ Prev(F)

‘ MNext[M)
[ MNewly)
Save(s)

[+ Canceld)

IiIII
9

X]

+ Frex[F)

& HNelt]
[ Hewid)
=] Save(3)
[*  Cancel@)

30
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Enroll Fingerprint

6.Click the finger whose fingerprint is to be enrolled, and the system
enters a state to receive enrollment, as shown below:

Enroll Fingerprint

7.Place your finger on the reader according to the tips, as shown below:

New Enroll
00001-6

Place Finger...
ESC/Exit

31
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8.Press 3 times with the same finger according to the tips. If the
enrollment is successful, the following picture will appear. If failed,
please repeat the operation of step 6-8 until successful.

5.3.5 Upload & download user’s information and fingerprint

5.3.5.1 Download user from device

[ Function Introduction ]  Download user’s information and
fingerprint data in reader to the computer. The information modification
can be done through this way.

[ Operation Steps]

1.Method to enter “download user from device”:

Click menu:: access control management->user management, and
select “download from device”

2.Enter “download user’s information” interface as shown below. All

the readers in this system will be shown in the device information
form. Select the target reader, as shown in the following picture:
Notice: Select “user’s information™ and “fingerprint information”

32
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El Download Users Info

Steps: 1: Check Device, 2: Click Download button. 3: Save the downloaded data.

Mew uger

Fiivilege

Device

Device name | Device No. |» | |/ Wiew user User No. Username | Device name | Device No.
test 1 O
| testz F 7 Download

| [Cour [
User No. Uset name Priviege
&+ Mew user ﬂ
" Alluser
Download
v uzer
[v Fingerprint
2 [ Cache Mode JEount f]
[* Close

Current process,

Total process:

3.Download user’s data. Click “download” to download user and
fingerprint data. The system will automatically preserve user’s
information and fingerprint data to the database.
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B Download Users Info

Steps: 1: Check Device. 2 Click Download button. 3: Save the downloaded data.

Dievice

Device name | Device No. || | Wiew user User No. User name Device name | Device No. Privilege
Mtestt s
lest2 2 L3 Dawnlaad
x Delete

User Mo, Privilege ~
* Newuser E| r
 Alluser O 2 xiao Li User
Download
I user
¥ Fingerprint
2 " Cache Mode JCounl 2 3
From [ test] ] device. Downloading [2#15E
Cunent process: | (& Close

Tatsl process: |

5.3.5.2 Upload user’s information

[ Function Introduction] Upload user’s information and fingerprint
data in computer to the fingerprint reader. The modification of user’s
information in reader or uploading user’s fingerprint to the reader can
be achieved in this way.

[ Operation Steps]

1.Method to enter “upload user’s information”:

1) Click menu: access control management->user management,

select “upload user’s information”
2.Ener “upload user’s information” interface, as shown below:
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@Uplnad Ters Info

Steps: 1:Check User. 2 Check conect device, 3Click Upload button.

User information

User no. User name | Department | Privilege | €.
E‘W 1 Hiao Wan Company Nar User

|2 Hiao Li Compary Mar User . Uncheck all user

Q$ Check all device

W Uncheck ol devies

f Upload

£y

Check all user

2|test2

Upload

v user
[~ Finger print

[~ Cache Mode
J Cou 2 v v

Current process: [ Close
Total process:

3.Select employee and fingerprint reader, and click “upload” to upload
information. You can select “high speed mode” to upload user’s
information. In this way, the user’s information can be uploaded wholly.
If transmission fails, the entire user’s information won’t be uploaded to
the device, or the user’s information will be uploaded to the device
before the transmission fails.

Notice: Select user’s information or fingerprint data to upload

user’s information or fingerprint data.

Tips: While uploading or downloading user’s information, device
monitor must be stopped first if the communication method between PC
machine and fingerprint reader is RS485/232. However, there is no need
to stop device monitor first if the communication method is Ethernet
and the user’s information can be directly uploaded and downloaded.
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5.3.6 Data import & export through U disk

5.3.6.1 Import user’s data through U disk

[ Function Introduction] Import user’s data preserved in U disk to
the system.
[ Operation Steps]
1.Method to enter *“ import through U disk”

Click right key of the mouse on user management interface, and
select “import through U disk”
2. Enter “import through U disk” interface, as shown below:

@Inport user data

Type User no. name

Select all
Cleared select

Count 0
]

3.Click “detect U disk user” to detect user’s data in U disk. Click “add
new user to computer” to add new user or select the user that is to be
added to the database in the list and click “cover computer data”. Close
the window after operation, then you can see the imported user’s data in
user list.
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5.3.6.2 Export data to U disk

[ Function Introduction] Export the selected user to U disk and save
there .
[ Operation Steps]
1.Select the user to be exported to U disk
2.Method to enter “export to U disk”
Click right key of the mouse on user management interface, and
select “export to U disk™.
3.The system will give tips after selection of “export to U disk”.

\:{/ Are wou sure ko export datary

4 Verify the exported data, and the operation will be completed after
“export successfully” appears.
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5.4 Privilege management

[ Function Introduction] Privilege management is to set unlocking
time of enrolled user and access control. Every user’s privilege
setting consists of three time zone setting and a grouping setting. “or”
exists among time zones. There are three time zone in grouping too,
and “or” exists among them as well.

Simply speaking, to make enrolled user in unlocking state:
firstly, the subgroup user belongs to must exist in unlocking
combination (it is allowed to be in a combination with other
subgroups); secondly, the present unlocking time should be during
the user’s time zone or any effective time of group’s time zone .

The system default the unlocking combination as well as the new
enrolled user as the first group. Therefore, it is normal to default the
new enrolled user as unlocking state. If there is no subgroup user
belongs to in unlocking combination settings, the user cannot unlock.

All the users must be in one subgroup which can be : subgroup 1,
subgroup 2, subgroup 3, subgroup 4, and subgroup 5. Assign group
information to the users to execute management of unlocking
combination privilege.

The following passage will describe how to set time zone,
grouping, unlocking combination, etc. and how to upload the
information to the fingerprint reader.

Relationship diagram of user defined privilege, access control
group and group
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Upload user’s

information

é)cr::terzsl Defaulted

rivilege
group N P (Y/Ng
User (VINN —>

defined
privilege

Y. Upload user’s Set access v ‘
. L control group in N. No user ‘s
defined privilege arotns . (Y/N) o
: verification

Combination of

Y. device setting. The
group and access

time zone of user’s
access control agrees
with group or user’s Refer to form

time zone. 5.7.5-1

l

Set user’s privilege ]:

5.4.1 Time zone setting

[ Function Introduction] Set time zone when unlocking happens if
user’s fingerprint verification gets done.
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[ Operation Steps]
1.Method to enter “time zone setting”:
Click menu: access control management->time zone option to
enter the interface of time zone setting.
2.Enter “time zone settings” interface, as shown below:

> -
Mew Delste  EBdt

| Sundop | [r. | Tusadop | windeesdy | Thursday | Fidip | Satinday |
[ egn | Ena | Degn | End | Begn | End | Begn | End | DBeom | Ew | Degn | End | Degn | Ena |
¥ i L T T = T L = I - I T =T

Mo

Hame

3.Add time zone. Select “add” to enter time zone setting interface and
set time zone that can be used by users.

Pl Time Zone Option E|
No. |2
MName |21
Sunday |0DD0 - [23:59
Monday [00:00 = [2359
Tuesdsy |0000 - [2353
Wednesdap |0000 == 2359
Thursdap |DD:DD i—1 |23:59
Friday |00.00 = 2353
Satwday 0000 - [23:59

4.After setting,

click “save and exit”, the setting will be saved and
displayed synchronously in the list, as shown below:
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e
- Mew Delete  Edit

N " Sunday Monday Tuesday ‘Wednesday Thursday Friday Saturday

* 1 Begin | End | Begin End Beain End Begin End Begin End Begin End Beain | End

4 1 00:00 2353 0000 2353 0000 2353 0000 2363 0000 2353 0000 2363 000D 2353
22 08:00 11:59 0000 2359 0000 2359 0000 2359 0000 2353 0000 (2353 0000 23

33 (0300 11:59 0800 1159 0%00 11:59 0000 2389 0000 2359 0000 (2353 0000 2359

44 |00:00 2359 00:00 (2359 0000 2359 000 1783 0300 1B 0900 1753 0300 1759

55 00:00 (2353 (0%00 1753 000 1753 0300 1753 0900 1763 0800 159 0000 2359

66 00:00 2359 000 2059 0200 1959 0800 1959 0300 1953 |0%00 1963 0000 (236

v

5.Modify time zone. If it is necessary to modify some time zones which
have been specified, select the time zone in the list, as shown

below:

e
- Mew Delete  Edit

N " Sunday Monday Tuesday ‘Wednesday Thursday Friday Saturday

* 1 Begin | End | Begin End Beain End Begin End Begin End Begin End Beain | End

4 1 00:00 2353 0000 2353 0000 2353 0000 2363 0000 2353 0000 2363 000D 2353
22 08:00 11:59 0000 2359 0000 2359 0000 2359 0000 2353 0000 (2353 0000 23

33 (0300 11:59 0800 1159 0%00 11:59 0000 2389 0000 2359 0000 (2353 0000 2359

44 |00:00 2359 00:00 (2359 0000 2359 000 1783 0300 1B 0900 1753 0300 1759

55 00:00 (2353 (0%00 1753 000 1753 0300 1753 0900 1763 0800 159 0000 2359

66 00:00 2359 000 2059 0200 1959 0800 1959 0300 1953 |0%00 1963 0000 (236

v

6.Click “modification” to enter time zone setting interface and modify

the time zone.
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LE_..I Time Zone Option

Mo. |3
M arie H
Sunday |DEI:EID —i |23:55 = + Prev(F)

Mondsy (0000 = |23B3 =
Tuesday [00:00 = [2359 ==
Wednesday |00.00 = [23:53 = (] MNewld)

‘ MextM]

Thusday |D0D0 - |2383 = B seves)
Friday |00.00 = |2359 =
Satuday |0000 == [2383 =

[ Cancelld)

IIIII (X]

7.After modification, click “save and exit”, the new one will be saved

MNew Delete  Edit
o N Sunday Monday Tuesday ‘Wednesday Thursday Friday Saturday ['\1
a ame
Beain ‘ End Begin End Begin End Begin End Begin End Begin End Begin | End
| 11 00:00 2359 0000 2359 0000 2353 0000 2358 0000 (2363 0000 2359 0000 2363
o 2]2 0800 1163 0000 2363 0000 2%B3 0000 2%63  |O0:00 (2363 OO0 2353 0000 2353
| IEM 0000 2359 0800 1159 0800 1153 0000 2353 0000 2353 OG00 2359 0000 2359
| | 44 00:00 2359 0000 2353 0000 2359 0300 1T™EI (0%:00 1759 0300 1759 0%00 1753
| 5[5 00:00 2%59 0%00 1753 0300 1?59 0300 1753 0300 1753 0&00 (1553 00:00 2359
| EE 00:00 2353 0800 2058 (0800 1353 0800 13953 0300 1353 0300 1959 O0O0 2353
|
f
1)

Notice: Set a day’s starting time bigger than ending time, then

only fingerprint verification can be done. For example, the starting time
of Sunday is 12:00, and the ending time is 11:00. After setting, please
upload the time zone to the device.
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5.4.2 Management of access control group

[ Function Introduction] Access control group is to make users into
groups. It is convenient for the management of access control with
many devices. For example: a factory has many access control
machines. User’s access control time differs on different machines.
Therefore, a number of access control groups can be set to define user’s
time on different machines. The setting can be uploaded to the access
control machine once, then the machine will work effectively.

[ Operation Steps]

1.Method to enter “ access control group management”:

Click menu: access control management->access control group
management
2.Enter “access control group management” interface, as shown below:

@Access Control Group

x 2 =

e
MNew Delete Edit | Assign user  Remove

Name | Timezonel | Timezone2 T\mezun33|" Unassign user

R&D 1 User no. USEr name

|| Testing(R&D) 3 v i

id

Count 1
[

I L1 when you click indicator column s hald] Cil | key to mulisslect

‘ User no. User name
DE

~ [ Jcount 1

3.Build access control group. Click “add” and input name and select
time zone in the editing interface. Then click “save and exit” or
click “save and add” to add new access control group, as shown
below:
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] Access Control Group

[+ P |
& Newty |
Description |
Timezone || EEZ [0 News) |
Timezohe2 | LI_DI{?] | E Savels] |
Timezone3 | <[] | 8%  cancerm |

4.Then the added access control group will be shown on the
management interface. For access control group modification,
please click “modification”

@Access Control Group

o=

> ’
Mew Delete Edt | Assign user Remove

Marme Timezonel | TimezoneZ | Timezone3 ‘ﬁ User no. User name |

4

4

Testing[R&D] 3

A J Count a

5.Personnel distribution: the personnel will be distributed to different
access group to execute management. Click “personnel distribution” on
the management interface, as shown below:
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@Access Control Group
> He=|

S
Mew Delete Edit | Assignuser Remove

Name | Timezonel | Timezone2 T\mezone3|" Unassign user

B RED 1 User no. USer name
| | Testing(RED) 3 ] I
| JCount 1
‘ f when you click indicator columns hold Chrl ] key to multiselect.
\ Usei no User name:
- Jtounl 1

Tips:

1. The access control group is to manage the users in groups. It is
different from the group setting in privilege management.

2. “Group” in group setting means group in devices. One device
can own 5 groups.

3. “Group” in access control group is subordinate to group. To
make user employ time zone of access control group, please
select access control group in menu: “privilege management”->
“group setting” and upload access control privilege.

5.4.3 Group setting

[ Function Introduction] Set time zone when fingerprint verification
gets done for user’s subgroup.
[ Operation Steps]
1.Method to enter “group setting”:
Click menu: access control management-> privilege management
and select group setting interface.
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2.Enter * group setting” interface as shown below:

Bl Privilge management

- @ - *
» : / % k| L
New Edit Delete | Upload setting Device include user  Fingerprint state | Copy  Paste
= Default User Access Control | Access Control Group . Access Combination . Holiday Setting
2 s =
- Group no Emupname| Aecess sonirel Descrbtion | Timezone’ | Timezone | Timeeone | Devics name |
2H 4 Groupl 1 test]
test2
2| Group2 test]
3| Group3 test1
4 Groupd test]
5| Grouph test]
™
- ¥

3.Edit the groups. Select the group needing editing and click
“modification”, as shown below:

LE_-.[ Group Option [$__<|
Ma. |E
M ame |£Ir'2'ul3' E

Diescription | | 1+ PreviP] |
Access control group | Ll_r_’?] | * Meut[M] |
Timezone] L[Dli?l | [ Mewla) |
Timezone? | L[Dli?] | 5] S ave(S) |
Timezone3 | L[Dli?] | ¢  Cancelq) |

Yerfication style |FF'.-"P"'»-'-.-".-"F|F j

[ Holiday take effact
Device name | J
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4.Select time zone when fingerprint verification gets done in the
drop-down list, click “save and exit” and the data gets saved.

@ Group Option

No. |6
Name |gr0up 3
D escription |
Access control group | le?] + Mext(M)
Timezane] | [+ ]| | O Mew]i] |
Sunday Monday | Tuesday | Wednesday | Thulsda_l,l | Frida_l,l | Saturday

1)1 : 00:
3|3 00:00 | 2359 DDDD 2353 00:00 2353 00:00 2353 00:00 2353 DDDD 2353 DDDD 2358
59

00:00 12359 0000 2259 DEI 00 2353 0000 2359 00:.00 2359 00:00 2253 00.00 2353

T IOy TaRe STTast

Device name

5.4.4 Unlocking combination setting

[ Function Introduction] Set user’s unlocking combination: one or
more than one (5 persons at most) person’s fingerprint verification can
lead to unlocking.

[ Operation Steps]

1.Method to enter “unlocking combination”

Click menu: access control management-> privilege management,
and select unlocking combination setting interface.

2.Enter “unlocking combination setting” interface, as shown below
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E Privilge management [A=1[E3]
.'- @ b
Edit | Upload setting Dewice include user  Fingerprint state | Copy  Paste
= Default User Access Control | Access Control Group | Access Combination | Holiday Setting
58 ice |~
test] Mane ‘ Describtion Group! | Group2 ‘ Group3 | Groupd ‘ Groups Dnz‘;r':: —
Si) Combination Grovgl testl 1
test2 .l
Combination testl
Combinatior:? testl
Combinations test]
Combinationt test]
Combinationt testl
Combination? testl
Combinationg test]
Combinations testl
Combination1 testl
v

3.Edit unlocking combination. Select an unlocking combination record
and click “modification”, or click unlocking combination record
twice to enter modification interface, as shown below:

[l Access combination

Mo, |
MHame |Eu:um|:uinatiu:un2
Description |
Group | LI.‘C?I |f Frex(E] |
Group2 | <7 | & ety |
Group3 || | F.{?] |E e |
Mo Mame
Groupd
roup 1 Groupl |I<]:4' Canceld) |
Graups 2 Group2
Device name 3 Group3
4| Groupd
5 Grouph

Select subgroup in the drop-down list. Select unlocking
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combination subgroup from group 1 to group 5. Click “save and
exit” to save the setting.

Tips:

1.

If you select subgroup 2 & 3 in group 1&2, employees in
subgroup 2&3 are the ones whose fingerprint verification can
lead to the unlocking.

It is the same with subgroup 2&3 in group 1 &3.

If you select subgroup 1 in group 1 &2, two persons in one
group can lead to unlocking after their fingerprint
verifications get done.

No order needs when a number of people engaged in
fingerprint verifications.

5.4.5 Holiday setting

[ Function Introduction] Access control time in holiday may be
different from usual access control time. In order to make operation
easy, the system provides holiday setting to solve the problem of the
special access control time in holiday.

[ Operation Steps]

Click menu: access control management-> privilege management and
select holiday setting interface.
2.Click “add” to add holiday.
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L.[_-..[ Holiday Setting

X

" |  Pevpl |

Beqin D ate |':'-I o ﬂ | ‘ Nextl) |

EndDate |01-01 =l | [ Mewld) |

Timezone | LI_D]_.C?I | B Saveld] |
Device name | J

| [&  Cancelid) |

3.Input the starting date and ending date of the holiday, and select the
access control time zone during the holiday.

L[_.I Holiday Setting @

Mo, 1 & Prev[P)
Begin Date | 01-01 & hd Mext(M]

End Date |01-01 hd 0 Mew(i]
Timezone || FDI_{?I = P
Sunday M onday Tuesday Wiednesday | Thursday Friday Saturday
Moo | Mame

Begin | End Beginl End Beginl End Beginl End Beginl End Beginl End Beginl End
11 00:00 2359 0000 2359 00:00 2359 00.00 2359 00:.00 2353 00.00 2359 00:00 2359
33 00:00 2359 0000 23539 00:00 2353 00:.00 2359 00:00 2353 00:00 2359 00:00 2353
55 00:00 2359 00:00 2359 00:00 2359 00:.00 2359 00:00 2353 00.00 2359 00:00 2359

4.Click “save and exit” and the set holiday will be shown.
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Bl Privilge management E@@
2 X @ ;
Mew Edit Delete | Upload setting  Device include user  Fingerprint state | Copy  Paste
= Default The privilege has been changed. please upload it to the device. Ok

5 oa AR
T User Access Control | Access Contrl Graup | Access Combination | Holiday Seting

=b Mo Begin Date \ End Date | Timezone | Devicename [
test2 d 01-m 01-m 1 test]

5.4.6 User’s specified privilege

1) Set the access control privilege used by user during group time
zone

[ Operation Steps]

1.Method to enter “ user defined privilege setting”

Click menu: access control management-> privilege management,

and select user defined privilege interface.

2.Enter “user defined privilege” and edit user defined privilege. Click
“add”, enter “user’s access control privilege setting guide” interface to
select user that needs editing privilege or select all the users, as shown
below:
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User Access Control Privilege Uption Guide X

Select user please.
locate record by input Mo, into the grid.

Department |List whale perﬂ [[=3 Mame | Search Cancel zearch
| No. | Mame Department kad
Ld | 1 Hiao Wan Compary Name
o | 2 Hian Li Compary Name
J Court 2 [v]
| e | | T A | e ey

3.Users belong to group 1. If users need to be distributed to other
groups, it is necessary to redistribute users to different groups. For
example: to distribute User 1 to group 2, User 1 should be selected.
After the selection, click “next”.

4.Click “group number”, and select “group 2”. Click “save” to save the
set privilege.
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(X

@User Access Control Priwilege Option Guide

Set unlock priviege
if you select [Group privilege]. then the user will use the default Time Zone of belonged to group.

test1 -

&+ Enable User " Disable User

Group no |+ ¥ Use group privilege
Mo Name

Timezonel If user uge group privilege, then the Time Zone can't to be selected.

1| Groupl
Timezone2
3 Groupd
Timezaned 4 Groupd
5| Grouph
Werification style yomowp .'..UyuD i |

Prev Save

5.After the above steps, User 1 is distributed to group 2, as shown
below:

[ Privilge management (9=1E3]
2 ® v L
MNew Edit Delete | Upload setting  Dewice indude user  Fingerprint state Search Cancel search | Copy  Paste
=I- Defauit The privilege has been changed. please upload itto the device Ok
e =T User Access Contiol | Access Control Group | Access Combination . Holiday Setting
Sb ] . Device &
2 UserNo. | User name Group Use graup privlege | Timezone! | Timezone? | Timezoned | e =
est =
» ] test] > Group2 “Yes test]
1 wang test] > Group2 ‘fes test]
| Jcount 2 v
AW >

6.According to step 3-4, set the subgroup users belong to. Then click
“upload setting” to upload user’s access control privilege. Select the
device and the privilege item that needs to be uploaded in the
window, and click “upload”.
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El Upload Setting &l

Steps: 1; Select item to upload. please,
2 Select device. pleaze.
3 Click uploading button
Uszer information | [Device no. | Device name |
zer v 1 test]

| =

Firgerprint

Access Control Option
Tirme zohe
Access Control Group
Unlocking Combination

privilege
Holiday Setting

Current process: [ Cache Mode
Total Process: | f Uplaad | | I}]} Cloze |

2) Set the privilege under the condition that user will not use group
time zone.
[ Operation Steps]

1.To make user belong to a group but not use group time zone, “use
group privilege” is ignored in the privilege setting interface. But he
can select his needed time zone.

2.Then click “save” and enter “privilege management” interface. User
defined information is shown synchronously in the list, as shown
below: User 1 employs group privilege while User 2 does not
employ group privilege.
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EIB)E

[l Privilge management
= + 5 @ Bk
- New FEdit Delete Upload setting Device include user  Fingerprint state  Search  Cancel search | Copy  Paste
- Defaut The privilege has been changed. please upload it to the device Ok
Ea
= User Acosss Contial | Access Control Group | Access Combination | Holiday Setting
~
=b UserMa. | User name Group Use group privilegs | Timezons1 | Timezons2 | Timezone3 | DSvice &
test2 neamet &
¥ I testl > Group2 Yes test]
1 wang testl > Group2 Yes test]
| Jcount 2 v
) L3

3) Delete user defined privilege

[ Operation Steps]
1.Select the user that need deleting privilege on “user defined privilege

and click “delete”.

setting” interface,

4 (6] ks | &)
Upload setting  Device indude user  Fingerprint state  Search  Cancelsearch | Copy  Paste
Ok

The privilege has been changed. please upload it to the device.
b test User Access Contiol * Access Control Group  * Access Combination  Holiday Setting
= Uset No. { User name [ Grow Un;muM@|Thm1[Thm2[Th\em3 Daves. &
e
test1->Group? Yes test]
test]

bz ]

<> Do you want to delete user’s privilege
\'A‘) Information: delete the record from datebase.

Tips:

1. The access control privilege distributed to the fingerprint

reader cannot be deleted while deleting user defined privilege.
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If you want to forbid user unlocking, click “modification” to
enter “user defined privilege editing” window, select “forbid
user”. After saving the privilege, click “upload setting” to
upload access control privilege.
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5.5 Report

5.5.1 Monitor record report

[ Function Introduction] Query all the employees’ in-and-out record
during some time zone. There are two ways to query records: one is
inputting the starting & ending time and clicking “refresh” to get all
records during some period. The other is clicking “query” and inputting
detailed query conditions to get the records.

[ Operation Steps]

1. Click menu: “report”-> “monitor record report” and “monitor

record report” window will pop up, as shown below:

Time[20080228 v [0000 = —[20020301 ~|[2358 ]|/ Refresh || Seach || Cancelseach || Ewpot |
Device No. Device name Time Event User No. User name Card No. |
41 7 gerprint] 1 b an Wl
_1 testl 2008-09-01 16:20:12 Access{Fingerprint] 1 Xian Wan |
1 test 20080301 15:10:50 Access|Fingerprint] 1 Hiao'Wan |
1 testl 2008-05-01 15:10:47 Access(Fingerprint] il Hian\Wan ‘ |
|1 testl 2008-03-01 15:10:42 Access(Fingerprint] i Kian'Wan | A
i testl 2008-03-01 14:20:52 Access(Fingerprint] 1 Hian \Wan }
B testl 20080901 14:20:50 AccessfFingerpint) 1 ian \Wan -
a testl 2008-09-01 14:20:29 Access{Fingerprint] 1 Xian Wan
_1 testl 2008-09-01 14:20:27 Access{Fingerprint] 3 Xiao Wan
_1 testl 2008-09-01 14:20:24 Access{Fingerprint] 1 Xian Wan
1 test 2008-03.01 142015 Access|Fingerprint] 1 Hiao'Wan
1 testl 2008-05-01 14:20:00 Access(Fingerprint] il Hian\Wan
|1 testl 2008-03-01 14:17:23 Access(Fingerprint] i Kian'Wan
i testl 2008-03-01 14:17:21 Access(Fingerprint] 1 Hian \Wan
: 1 testl 2008-03-01 141717 Access(Fingerprint] 1 Hian wan
| JCount 23 ]
Search condition:
[& PminE A Previewty) |

2.Input refreshed time zone in “starting & ending time”, and click
“refresh”
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=1

=" Monitoring record report

Teee[20080801  -fl0000 ——20080901  -][2358 =W Rehiesh ]l_ Sewch || Cancel seaich _[ Expont |
Dervice N . . Event User Mo, Liser naeme Card Noo L=l
M1 SUN MON TUES WED THURS FRI SAT fveseerseesy 555 Wan
- 2 - .
ay 3 4 5 £ 7 8 3 Access{Fngespint] 1 Yoan'Wan
Ny w01 2 13 14 15 1. Access{Fingerpint] 1 anoWan
a 7w 1’ oAwn a x»n 1 Access{fingempont] 11 Hano \Wan
i W o® B 7 B W D | Accenffingepin) 1 SiaoWen
B El
1 AccessiFingerpord] 1 ino Wan
B | = Foday: 2008-09.01 AceesslFgespint] 1 HsoWan
| 1 tetl 2008-09-01 1420029 Access{Fngespant) 1 Haao'wan
|1 test] 20080901 14.20:27 Access{Fingespard) 1 KizoWan
B teatl 20080901 14:20:24 AccessfFingerpart) 1 YizoWan
B teztl 20080301 142015 Access{Fingeepind] 1 HinoWan
[ testt 20090901 142000 Access{Fmgemport] 1 Yoo Wan
Bi test] 20080901 1417:23 Access{Fingespind] 1 Wm0 Wan.
M 1 testl 20080801 149720 Access{Fngespant] 1 Hano'\Wan
my test] 20080901 141717 Acoess{Fingespind) 1 im0 Wan.
[ [Courd £ ()
Search conditian
(@ _Poe) [ Pwiett |

3.Click *“query”, and set querying conditions in the pop-up window. As
shown below: user can query record through setting all kinds of
conditions.

— T

Device no. AND

Event | =
Uszer no.

Uszer name |

Communication way
| |IF address

Serial port |
Ceadto 2o

[w| & a&ND  OR

| Delete all || Delete || Cloze || v Ok

5.5.2 Alarm report

1) Query alarm record

[ Function Introduction ] Detect fingerprint that does not pass
verification, menace fingerprint, tear-down alarm, unexpected open and
S0 on.
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[ Operation Steps]
1.Click “alarm record report” in the drop-down menu, and *“alarm
record report” window will pop up, as shown in the following picture:

\::' Alarm record report

Time 20050826 <|[0000 ——[20030501 ~|[23589 = o Rehesh || Seach || Cacelsemch ||  Ewpot |
[ Evert | Devicsrame | Time | User No [ username | DevicsMo |
O
| [Count [
Seaich condiion
EEETEETTE

2.Click “query” to set querying conditions according to different
demands. Select various abnormal events in “events” to query
alarm records, as shown below:

Describtion

| |Device na.

Device name J
" Time |
; Evert |= __:j

User no. =

Uszer name Iﬁ
B SRR ~

_Eommunic:ation way
| |IF address
u Serial port

> Add
[w] @ aND DR

| Delete all || Delete || Cloze || v Ok
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5.6 Device management

5.6.1 Read information from fingerprint reader

[ Operation Steps]

1.Click “device management” in the “access control management” list,
users’ number, fingerprints’ number and other information can be seen
on “fingerprint reader information” interface. Select fingerprint reader
and click “read setting”. The access control software will connect the
selected devices automatically and read their information, as shown
below:

Device manage @
-
MNew Device  Delete Device | New Group Delete Group Ed\t/Gmup
=l Default Device Info ]Communit\on] ‘wiegand | Biometric | Power | Access Control | Mitare | Other |
i testl Information
b User Count: 4 Log Count:31
Fingerprint Count: 3 Super log count:302
Administrator Caunt: 0 Product MarmeF4Plus
Password count: 0 Serial Number 7E65258
M anufacture time: 2008-06-17 1 Firmware versioner .18 Aug 07 2007
Capacity
User 3000 Fingerprint 1500
Log 50000
e

5.6.2 Communication setting

[ Operation Steps]

1.Click “communication setting” to see its interface.

2.Click *“read setting” to read the communication setting of the
selected device. Then modify the device’ communication manner
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and communication method, such as baud rate, communications
password, network rate and so on. Later, click “application
setting” to upload the modified setting to the selected device.

Device manage

-
»
MNew Device  Delete Device | Mews Group  Delete Group  Edit Group
=l Detault Device Info - Communition ]Wiegand] Biometiic: | Power | Access Control | Mitare | Other |
-l a
test] Communication parameter
i b Hame|test]
Communication type| Ethemet - Device Humber; 1
IP &ddress| 192 168, 1,201 Port 4370
Communication key! Ttk Cemrostam
Communication options
BaudRate| 115200 - Device Number|1

IP &ddress| 192 168, 1 ,201
Communication ke ’7

MNetmask| 285 2585 265, 0
[v Ethemet v R5232

Net Speed [AUTD =

Gateway| 0 , 0, 0,0

[~ RS485

el 1 |

3.After parameter modification, click *application setting”, then
“operations complete” will appear, as shown below:

Device manage @
\y Operation finish!
5.6.3 Wiegand
[ Operation Steps]

1.Click wiegand item on “device management” interface.
2.Read setting: 4 choices will be shown in the drop-down list whose

format is specified. According to your demands, 26 bit or 34 bit
can be set.
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Device manage E
-

-
MNew Device  Delete Device | MNew Group  Delete Group  Edit Group

= Default Davicalnfn} Commurition Wiegand 1 Einmemc] inar} Ancess Enntmll Mifare] Other 1
=+ a 7 Output Setting Input Setting

test A N

L & Pre-Defined format lisuliammst @

|W\egand28 without DevicelD(Site Cuj

[ Faied ID [ o bits o
[~ Site code ’—D
Pulse \width Prulse \width
uzecond ugecond
Iv Usge Default [v Use Default
Pulse Intervat Pulse Interval
1000 second usecond
[™ Use Default v Use Default
T endbrion ] 5ot Oplions |

3.The meanings of various choices:
Specified format refers to the specified format built-in system. It is no
longer necessary for user to define the total bit length and the position
where information locates.
System default 4 specified formats: wiegand26 with device ID.
wiegand34 with device ID. wiegand26 without device ID. wiegand34
without device ID. Wiegand26 with device ID refers to W26 (with
device ID) format export. Wiegand26 without device ID refers to export
of W26 (with no device ID) format. Device ID is specified as the
following: the export is fingerprint reader ID if there is no zone bit code
setting, and the export is the set zone bit code (similar to machine ID,
but specified by user, able to be repeated by different machines, ranging
from 0 to 255) if zone bit code is set. Failed ID: the failed ID (0~
65534) exported after failed verification won’t be exported if you don’t
select it.
Zone bit code (0~255): it is similar to machine ID, but specified by
user. It can be repeated by different machines.
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User defined format: user defines the exporting format of Wiegand.
Total bit: the length exported by present format

ID start: the position where ID starts in total bit

ID bit digit: bit length that ID occupies

Pulse Width : pulse (generated by Wiegand) width defaults 100
microseconds. It can be adjusted between 20 and 800 if the
administrator can not receive Wiegand.

Pulse interval’s default value is 900 microseconds, and can be adjusted
between 200 and 20000.

5.6.4 Verification

[ Operation Steps]

1.Click *“verification” main interface of “device management”
interface, as shown below, click “read setting” to read the verification
information from fingerprint reader.

Dewice manage El
bd
. $ »
MNew Device Delete Device | Mew Group  Delete Group  Edit Group
=1 Default Device Info} Eommumllon] Wiegand Biometric: 1 Powerl Access Eontroll Mitare I Other ]
= a
testl
+- b
1:N Threshold | High -
1:1 Threshold |Very high -
Only 1:1 werify |No -

Only verify ID card | Yes -

T

Set Options |

2.You can change your selection to achieve best effect.
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3.Definitions of various choices

1:1 Verification only: *“1:1 verification only” can be set “yes” for
a user who has fingerprint and ID card or Mifare card. While
verifying, the user has to use his card, then press fingerprint. If the
card is not used, there will be no result while pressing finger. 1D
card verification only: it is set aimed at ID card. When selecting
“yes”, the user can be verified with ID card only. When selecting
“no”, the user has to use ID card and press finger to get
verification.

5.6.5 Power management

[ Operation Steps]
1.Click “power management” on “device management” interface,
then click “read setting”, as shown below:

Device manage El
-
Mew Device Delete Device | Mew Group  Delete Group  Edit Group

= Default Devicelnful Cummunil\unw Wisgaﬂd} Biometric  Power ]Access Cunlruw Mifare} Other ]
=&
test]

+-b
|dle Option Hibermate A
Idle minutes 1}

Read Options I Set Options |

3.Idleness setting: set the state during idle period---shutdown or
dormant. The idleness setting will be inefficient if there is no idle
period.
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5.6.6 Access control

[ Operation Steps]
1.Click “access control” on “device management” interface, and read
setting as shown below. Lock control delay (its least unit is 20ms, with
general setting of 100~200ms) is used to control the unlocking time.

Device manage

+

a

b

MNew Device  Delete Device
= Default

test]

-
#
Mew Group  Delete Group  Edit Group

sticslnfu} Cummunitwunl Wiegandl Eiumelnc] Power Access Control 1 Mifare] Other 1

Lock Control Delay(20ms] | 150

X

T

Set Dptionz

5.6.7 Mifare

[ Operation Steps]
1.Click “Mifare” on “device management” interface to read setting as

shown below:
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Device manage @
-
g »
MNew Device Delete Device | MWew Group  Delete Group  Edit Group

=l Default stice\nlu] Cummunitwunl Wiegand} Biometiic | Puwer] Acoess Control  Mifare WDlhsr |
E-a

testl FP count

*b -
Sector count for FP
10 B
Start sector Mumber for FP
0 >
Card key

['rike only]

Read Options Set Options

2.Definitions of various choices:

Fingerprint number: the fingerprint number stored in Mifare card
Fingerprint starting sector: the first sector for fingerprint storage
in Mifare card

Sector number: the number of sectors where fingerprints are
stored

Card password: password to read and write card, only to be set,

not able to be read

5.6.8 Other settings

This part is mainly for the convenience of device setting.

[ Operation Steps]

1.Click “other settings” on “device management” interface to read
setting, as shown below:
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Device manage &l
-
3 S ¥
Mew Device  Delete Dewvice | Mew Group  Delete Group  Edit Group
=1 Default Dewce\nlﬂ] Enmmunitmn] Wiegandl Binmetric} F'nwer] Access Eﬂntm\] Mifare  Other ]
=-a
test] 5
a-b Capture Fingerprint
Restart Device | Power off Device |
Update firmware | Clear admin privilege |
Initial Device | Sync time: |
Date Farmat | 'v*r-MM-DD -
“oice |Open hd

T e T St Options

capture image Failed

2.Definitons of various choices:

Restart device: click machine’s name in the list, and click “restart

device” to restart the device.

Shutdown: click “shutdown” to stop working of this device.

Upgrade firmware: To avoid abnormal process, it is not suggested
for user to upgrade the firmware without consulting
dealers or getting informed from dealers.

Clean out administrator’s privilege: select the machine name that

administrator belongs to in the list, and clean it out.

Initialize device: click “initialize device” to initialzie the device.

Synchronous time: make device’s time and computer’s time

synchronous.

Grasp fingerprint image: click it and you can see your recent

fingerprint image (except for F4 plus) .

Date format: select data format in the drop-down list. The date

format here means the format displayed on the starting interface of

fingerprint reader.
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Voice function: you can select “open” or “close” to decide whether
the reader will use voice or not.
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5.7 System management

5.7.1 Build database

[ Operation Steps]
1.Click“build database” in the drop-down list of “system
management”, and its window will pop up, as shown below:
Click “next” after inputting the information.

Create database &

Input company information. pleaze.

Company |ZK. Software
Address
Telephone

Fax

2.Select database type to input database’s hame, click “finish”, and the
system starts building database.
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Create database

X

Ihput databaze name. please.

Mame ATT2000

Database twpe

Notice: Only English letters or numbers are acceptable. Don’t input
special symbols. If SAL Server is selected by database type, please
install SQL Server of MSDE before building database.

5.7.2 Set database

[ Operation Steps]

1. Click “set database” in the drop-down list of “system
management” to get the window as shown below. Select database type
to input database information, then click “test connection”. If test
connection succeeds, click “yes”
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* Access [Microzoft Office Access)

Diatabasze file EI WProgram FileshdccessControlhDataha T T2000 mdb '___l]

" S0L Server

Server l vi
D atabase Mame ]."-‘«TT2EIUD vi

S0L Server
£+ SOL + Windows

Llzer !sa
Passwordl

.

Notice: If SQL SERVER database is needed by the system, please
select mixed verification mode when you are installing it.

5.7.3 Database management

[ Function Introduction] Prepare back-up, recovery, and compression
for database, delete out-of-date data, set database password and so on.

5.7.3.1 Prepare back-up

[ Operation Steps]

1.Prepare back-up: click “system management”-> “database
management”->*“database back-up” to get a dialogue box, name
and save the database under the safe directory, then click
“ back-up”, as shown below:
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@ Backup database E'

Backup to:

5.7.3.2 Recover database

[ Operation Steps]
1.Click “system management”-> “database management”-> “recover
database” to get the window, select the back-up file and click
“recover”.

] Restore database @

Pleasze zelect databaze file

C:%Program FileshdcoessControlhDratabAT T 2000, mdb ﬂ

R estore |

5.7.3.3 Compress database

[ Operation Steps]

1.Click “system management”->“database management”->“compress
database” to compress the database.
Notice: This function only works for Access database.

72



Access Control Software Manual

5.7.3.4 Delete out-of-date data

[ Operation Steps]
1. The out of date data can be deleted. Click “system management”->
“database management” -> “delete out-of-date”, as shown below:

[l Clear all exzpired data

Backup to: |E:'xF'rcugram Files\.ﬁ.ccessliun@ | =] Backup |

Date|m- 7 ﬂ | > Clear |

[w Delete monitoring record

[w Delete alarm record

Notice: Records on the expired day will not be deleted.

5.7.3.5 Set database password

[ Operation Steps]

1.Click *“system management”->“database = management”->“set
database password” to input the password in the window as shown
below, then click “ set”.

@ Setting databasze password [5_<|

Input new pazsword

| W ok | | 4] Claze

73



Access Control Software Manual

5.7.4 Operator management

[ Operation Steps]
1.Click “operator management” in the drop-down list of “system
management” to get the interface as shown below:

@ Operator management [Z]E
-
Mew Delete E’dit

Mo, User Mame Administrator modules | Browse |New‘ Delete | Edit | Execute | Pririk | Search | ~
4 Administrator 2 |_|System Options ¥ r r || v u
| |Operator Password v r r v r u I
Restore Database v r r | | v u | |
: System Initialization v r r | | v | | |
| |Device Management v W W v r u I
User Management v W W I v 2 I
: Time Zane Option v I~ I~ v r | | |
| |Moniter Center v r r I v u I
Depattment Manageme W W W I r u | |
: Privilege Management v I~ I~ v v | | |
| |Aceess Contral Group v W W v r u I
Device Include User v r W | | r u | |
: Download Record v r r | | v | | |
| |Fingerprint Status v r W I r u I
Monitor Repart v r r | | r 2 I

E Alarm Repart v r r | | r i~ v w

| Setting all privilege ‘ | Cancel all priviege | | B Save ‘
The Grey indicates user disable to set the privilege in the table.

2.Click “add”, input operator’s number, name and password in the
pop-up window. You can select the super administrator, as shown

below:
|..:_-..[ Operator management [Z|
Operator Mo, |1 J
Cperator name |wang | D Newla) |
| E Savel5] |
Pazzword || .
Adrminiztrator [ | l"]} Cancel] |
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3.Click “save and exit”, and set privilege of the new-added
administrator on “operation administrator” interface, as shown
below. You can select “set all privileges” or “cancel all privileges”.

@ Operator management E”Elrzl

x
MNew  Delete  Edit

Mo ‘ User Mame | Administrator ‘ ~ modules | Browse |New‘ Delete | E dit | Execute | Print | Search | ~
Adrmin | Adrinistrator v || 5ystem Options i r r r r
|1 wang | _|Operstor Password W r r = r r r
B | |Restore Database v r r r v | r
| [Svstem Initislization W r r r W u r
Device Management W W v i r u r
: User Management i~ i~ v ¥ i~ [ i~
| |Time Zone Option W W v W r u r
| [Moniter Center v r r r v u r
Department Managsme W i~ 2 W r u r
: Privilege M anagement I~ I~ v I~ I~ | r
| |#ceess Contral Group W W i W r | r
Device Include User W r v r r u r
: Dawrload Record I r r r I | r
| |Fingerprint Status i~ r i r r o r
| |Moniter Report v r r r r [ v

| #|&larm Repart W r r r r [ W 2

| Setting all privilege || Cancel all privilege | | E Save |
* | The Grey indicates user disable to set the privilege in the table

4. To modify password, select the employee on the “operation
administrator” interface, click “modification”, then “ save and
exit”, as shown below:

@ Operator management [5__<|

Operatar Mo, |1 J

Operatar name |wang | O New(4) |
| E SavelS] |

Pazzword "

,ﬁ.dmlnlslratnr - | [ Cancelld] |
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5.7.5 System parameter setting

[ Operation Steps]
1.Access control setting

1) Click “system management”->“system parameter setting” to enter
system setting interface, as shown below:

@ System operation E'

Access controli . Company . Setting alarm voice

[~ Auto-manitor [v Display by animated
Fail to connect many times until dizconnection

I=|
v &hways check =
Uger no's digit bit Auto - Device polling cycle(zecond) 2 j

1 EI: [Hours] Display the recard lately
Iv If uzer don™ exist int database, the spstem will append user.
[~ Usze the map mode.
Upload
[w The spstem allow user passed while it don't assign privilege for user.
[~ Combin Time zohe of Access Control group and Group

Download
Frequency Mone -
Time | Time Format; 9:00; 10:00; 17:00 (24 hour)
Cucle j Hour j b inuite:

I~ After download finish, Cancel device record.

B ok |[@* Cos

2) Parameter setting
1.1 Parameter [automatic start control ]
Automatic start control refers to whether the program is under control
automatically when access control software is working. If you select it,
the program will start monitor over fingerprint reader when your access
control software is working.
1.2 Parameter [monitor display in animation]
Monitor display in animation refers to whether the software’s icon is
displayed in green & white alternately when reader monitor is normal.
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If you select this parameter, the software’s icon will be displayed in
green & white alternately, or it will be displayed in green.

1.3 Parameter [There will be no connection with device any more if
repeated connection fails.]

This parameter refers to whether the connection between software
and fingerprint reader is broken or not during the specified period. If
you select “ detect all along”, the software will try to connect with
reader all along after the connection is broken. Or the software will try
to connect with the reader during the specified times, and the software
will stop connecting with the reader when it fails in the specified times.
For example: when the software fails to connect with the reader in the
first floor, the software will try to connect with the reader for 50 times
with 2 seconds’ interval. If the software fails 50 times, then it won’t
connect with reader any more.

1.4 Parameter [Default privilege is employed when there is no
specified access control privilege to upload user (use time zone of
group 1)]

It refers to default privilege is employed as user’s access control
privilege when user uploads his information without privilege
specified in privilege management. While using default access control
privilege, all users belong to access control group 1. The default time
zone of group 1 is time zone 1. Using access control time zone 1
means that all the users can open the door through fingerprint
verification in 24 hours.

1.5 Parameter [access control group combined with group time zone]

We can manage the user in subgroups, and set time zone for
user’s subgroup. Three time zones can be set in access control group
and limitless access control groups can be set in the software. The
group seen in privilege management is group in the device. There are
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only 5 groups in the device, and 3 time zones can be set in each group.
Please distinguish access control group from the group in privilege
management. When access control group is employed to combine with
group time , add access control group to a user and set 3 time zones for
access control group. The group in group setting is also set with 3 time
zones. At this time, user will employ the group time zone in group
setting firstly. If only one time zone is set in group setting, while
selecting [ access control group combined with group time zone], the
time zone in access control group will combine with time zone in group
setting. After user’s information is uploaded, there will be 3 time zones
in user’s access control privilege. They are group time zone 1 in group
setting, time zone 2 &3 in access control group, as shown in form
5.7.5-1

Form 5.7.5-1
Access
control group
Time zone | Time zone
Name combined Time
with group ' ¢ period 3
time zone
Access 1 3 5
control
group
Group 2
yes 2 3 5
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no 2

1.6 Parameter [download frequency]

It is to control download: periodic download, download in the
specified time, or no download.
1.7 Parameter [Delete device’s record after download]

Delete the record stored in the device automatically after download
of device’s record.

1.8 Parameter [digit used to number user]

It refers to display user’s number in digits. For example: if user’s
number is 1, 1 can be displayed automatically, while its five digits
display is 00001 and 000000001 for nine digits.

1.9 Parameter [device’s inquiry period]

It refers to the interval while software is examining the device.

2.Company’s information
Set company’s information on the page. Input and modify
company’s information, as shown below:
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@ System operation [$_<

Accesz control L Company | 5etting alam voic

Anti-digmantle alarm |C:\Program FiIes\QccessEontrol\Sound\AIamﬂ @, Play
Unautharization alarm |C:\F‘rogram FiIes\AccessEontrol\Sound\lnvalﬂ @), Play
Duress alarm |C:\Program FiIes\AccessEontrol\Sound\Forctﬂ @), Play
Improperly closed door |C:\Program FileshAccessContralS oundsh oclﬂ @, Play
Open the door by accident |C:\Program Files\AccezzContralhS ound S udcﬂ @ Play
Mizz push alarm | A @), Play

B ok || Cose

3.Alarm voice setting
Set voices of various alarm

@ System operation [$_<|

Access control Setting alarm voice

Company | ZK. Software -

Address

Telephone

Fax

a_ o |

[J*  Close
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MSDE installation

1. Download free MSDE install from Microsoft Web site.

Start installation. Click: start->operation, input “cmd” in
“operation” window and press “enter” to get “command line”
window. Enter MSDE install directory, input setup
securitymode=sql sapwd="1" then press “enter”, and MSDE start
installing. Employ securitymode=sgl to express the installing
example specified by SQLServer with mixed mode used. Under
the mixed mode, the example supports identity verification
enrollment both through windows and SQL. Sapwd="1" means
specify a powerful password for administrator’s entry. Here, 1
can be changed into your own password. After the installation,
restart the computer.
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6. Appendix

6.1 Connection of access control machine and system
The system provides three connection methods: RS232.RS485.TCP/IP.

6.1.1 Connection through RS232

[ Operation Steps]
1.Connect machine and computer through RS232 according to the
following picture of signal lines connection.

1 ]

00000
SR O oIS,
6 9

Access Control PC DB9
Signal Signal PIN

TXD === RXD 2
RXD ------- TXD 3
GHD ~—=—== GHD 5

2.Click “menu->setting->communication setting” to Set RS232
communication manner for the machine. The following picture
displays the set result. Please pay attention to baud rate, machine
ID, Ethernet, RS232 and the setting of connection password.
Notice: Connection with Ethernet must be broken when RS232
connection is open.
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Comm Opt
BaudRate 115200
Dev Num 1
IP Addr

et speed Autas
TP address +
et Ivlask

Gatewray

TCPIP N
R5232 Y
R5485 N+
Link code 0+
Extemn lodem s

3.After setting, press “ESC” to enter “save” interface, as shown below,
select “OK” to save the above settings and select “ESC” to cancel
saving the settings.
Notice: After saving the settings, the machine needs to be shut
down and restarted.

Comm Opt
Save ?

ESC OK (Save) |

4.0pen the software, enter “device management” menu to add
machine. There are 2 ways:
® Click menu: basic setting-) device management
® Select “device management” directly through shortcut
5.Click “add” in “device management” window to start connection of
system and machine.
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Device manage =
-
»
Mew Device  Delete Device MNew Group  Delete Group  Edit Group
= Default Device Info  Communition | Wiegand | Biometric | Power | Access Control | Mitare | Other |
S
test] Communication parameter
# B Narme|test]
Communication lypel Ethernet j Device “UMthl 1
|P Address| 192 168, 1 201 Port 4370
Communication key| e et ‘
Communication options
BaudRate| ﬂ Device Number
Paddess] o, 0,0, 0 Net Speed| -

Communication keyi Gateway| 0 0 .0 .0
Netmask| 0,0 .0 .0
r | o r

Read Options | |

6.This interface is the communication interface which connects
software and machine. The information input here must agree with
the “communication setting” of Step 2 machine.

Fingerprint ID must agree with “machine ID” setting of access
control machine’s “communication setting”. If the reader’s
setting is 1, input 1 here.

Port: Select the communication port number to connect PC and
reader, and default COML. It can be other ports, please
select it carefully.

Baud rate: It is connected through RS232. 115200 (whose value
agrees with the baud rate of access control machine’s
“communication setting” is suggested.

Communication password can be ignored under the condition of
default. If communication password is set, input the
corresponding password(5 digits at most)

Name: Input name which is easy to remember according to device’s
purpose. Later, while using this software, the reader can be
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selected by selecting this name.

Select communication way {5

Part m

Baud rate ’m

Device Mo, ,72

Communication Prwd ,7
Device name ,7 ®

Belong to ’m

| Test connection | |J Ok | ||E" Cloze |

If there iz not a communication in the device, Do nat fill in.

7.After setting, click “test connection”.

8.If the dialogue box of “test connection fail” appears, as shown below,
please check the settings in Step 2 & 6, and repeat setting in Step
7.

Device mdndge

L] "_n,, Fail ko test connection,
[ ]

9.If dialogue box of “test connection succeeds” appears, as shown
below, then the connection between access control machine and
system has been done.
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= -

Jevice mdndge

\ll‘) Test connection successfully.

10.Through the above operation, the access control machine can be
added to the system.

6.1.2 Connection through RS485

[ Operation Steps]
1. Use RS485 to connect fingerprint reader and computer. Refer to
INSTALLATION GUIDE for detailed connection methods.
Notice: RS232/RS485 converter is not contained in the standard
configuration.
2.Enter “menu->setting->communication setting” to set RS485
communication method for the machine. Refer to the following
picture for set result. Please pay attention to baud rate, machine 1D,
Ethernet, RS485 and the setting of connection password.
Notice: Connection with Ethernet must be broken when RS485
connection is open.

Comm Opt
BaudRate 115200
Dev Num 1
IP Addr
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et speed Autas
TP address +
et Ivlask
Gatewray
TCPIP N
R5232 e+
R5485 !
Link code 0+
Extemn lodem e

I+

3.After setting, press “ESC” to enter “save” interface, as shown below,
select “OK” to save the above settings and select “ESC” to cancel
saving the settings.
Notice: After saving the settings, the machine needs to be shut
down and restarted.

Comm Opt
Save ?

ESC OK (Save) |

4.0pen the software, enter “device management” menu to add
machine. There are 2 ways:
® Click menu: basic setting-) device management
® Select “device management” directly through shortcut
5.Click “add” in “device management” window to start connection of
system and machine.
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Device manage =
-
»
Mew Device  Delete Device MNew Group  Delete Group  Edit Group
= Default Device Info  Communition | Wiegand | Biometric | Power | Access Control | Mitare | Other |
S
test] Communication parameter
# B Narme|test]
Commurication lypel Ethemet j Device “UMthl 1
IP Address| 192 168, 1, 201| Port 4370
Communication key| e et ‘
Communication options
BaudRate| ﬂ Device Number
Paddess] o, 0,0, 0 Net Speed| -
Communication keyi Gateway| 0 0 .0 .0
Netmask‘ o.,0.,0.,0
I + I i
Read Options | |

6.This interface is the communication interface which connects
software and machine. The information input here must agree with
the “communication setting” of Step 2 machine.

Fingerprint ID must agree with “machine ID” setting of access
control machine’s “communication setting”. If the reader’s
setting is 1, input 1 here.

Port: Select the communication port number to connect PC and
reader, and default COML. It can be other ports, please
select it carefully.

Baud rate: It is connected through RS485. 9600 (whose value agrees
with the baud rate of access control machine’s
“communication setting”) is suggested..

Communication password can be ignored under the condition of
default. If communication password is set, input the
corresponding password(5 digits at most)

Name: Input name which is easy to remember according to device’s
purpose. Later, while using this software, the reader can be
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selected by selecting this name.

Select communication way {5

Part m

Baud rate ’m

Device Mo, ,72

Communication Prwd ,7
Device name ,7 ®

Belong to ’m

| Test connection | |J Ok | ||E" Cloze |

If there iz not a communication in the device, Do nat fill in.

7.After setting, click “test connection”.
8.If the dialogue box of “test connection fail” appears, as shown below,
please check the settings in Step 2 & 6, and repeat setting in Step
7.

Device mdndge

L] "_n,, Fail ko test connection,
[ ]

9.If dialogue box of “test connection succeeds” appears, as shown
below, then the connection between access control machine and
system has been done.
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= -

Jevice mdndge

\ll‘) Test connection successfully.

10.Through the above operation, the access control machine can be
added to the system.

6.1.3 Connection through TCP/IP

[ Operation Steps]
1.Use Ethernet to connect fingerprint reader and computer. Refer to
INSTALLATION GUIDE for detailed connection methods.
2.Enter “menu->setting->communication setting” to set = TCP/IP
communication method for the machine. Refer to the following
picture for set result. Please pay attention to IP address, network
speed, Ethernet, and the setting of connection password.
Notice: When RS232, RS485 and Ethernet are open together, only
connection with Ethernet is employed. The connections
with RS232 and RS485 must be broken.

Comm Opt
BaudRate 115200
Dev Num 1
IP Addr
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Het speed Autos
P address +
et Tvlask

Gatewrasr

TCPIP %
R5232 W+
R5485 N
Link code 0+
Extern Ilodem ¥el

3.After setting, press “ESC” to enter “save” interface, as shown
below, select “OK” to save the above settings and select “ESC” to
cancel saving the settings.
Notice: After saving the settings, the machine needs to be shut
down and restarted.

Comm Opt
Save ?

ESC OK (Save) |

4.0pen the software, enter “device management” menu to add machine.
There are 2 ways:
® Click menu: basic setting-) device management
® Select “device management” directly through shortcut
5.Click “add” in “device management” window to start connection of
system and machine.
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Device manage

-
»
Mew Device  Delete Device MNew Group  Delete Group  Edit Group
= Default Device Info  Communition | Wiegand | Biometric | Power | Access Control | Mitare | Other |
S
test] Communication parameter

# B Narme|test]

Communication lypem Device Numher|—1
IPAddress| 192 168, 1 20| Pot] 4370
Communication key| 5 Tl Eonnection
Communication options
BaudRate ‘ﬁ Device Number’—
Paddess] o, 0,0, 0 NetSpeed| 7|

Communication key‘

Metmask| 0 .0 0 0

I | [ RS

Gatewap| 0 , 0,0, 0

Read Options ] |

6.This interface is the communication interface which connects
software and machine. The information input here must agree with

the “communication setting” of Step 2 machine.
Fingerprint ID address: the default value is 192.168.1.201. IP
address can be modified according to your LAN network

segment. But it cannot bring conflict with any terminal
address.

Port: default value is 4370, which need not modify.

Communication password can be ignored under the condition of
default. If communication password is set, input the
corresponding password (5 digits at most)

Name: Input name which is easy to remember according to device’s

purpose. Later, while using this software, the reader can be
selected by selecting this name.
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- .
New device E

Select communication way -

IP &ddivess | 192 168, 1,20

Port | 4370 »

Device Mo. | 1

Communization F'wdl

Device namel #
Belong to |Defau|t ﬂ
| Test connection ‘ ‘w‘ ()3 | |EI1' Cloge |

It there is not a communication in the device, Do nat fill in,

7.After setting, click “test connection”.
8.If the dialogue box of “test connection fail” appears, as shown below,
please check the settings in Step 2 & 6, and repeat setting in Step
7.

Device mdndge

9.If dialogue box of “test connection succeeds” appears, as shown
below, then the connection between access control machine and
system has been done.
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Device mdnage

- | ) Test conneckion successtully,

10.Through the above operation, the access control machine can be
added to the system.

6.2 Real-time monitor

[ Function introduction] Monitor personnel’s in-and-out at the real
time and discover various abnormal state in time to ensure security.
[ Operation Steps]
1.Please refer to 5.7.5 system parameter settings for parameter setting of
real time monitor
2.0pen real time monitor and the software will connect all the access
control machines listed in the device form automatically
3.The monitoring state can be queried in monitor center.

e o ,
& Manitar s =i
= - [ [ 1 + 2
Stp  Opendoor | DewceMng  UserMng  Frviege Mng | Mondor Fleport  Adem Flepon | Downlosd  Specheonize deta
5 =
(=0 [
nm A B
[ Deveshn Devic name Tme I Event User W User rarme Cadla
|
] Momal 0 Encepion 0 W Msm O B a o

Device of connected access control machine will glitter in red and
white.
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Device of unconnected access control machine will display Red Cross
in the middle.
All the in-and-out states and alarm events will be recorded and
displayed in the report form.
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6.3 Map

[ Function Introduction] In order to make the operator get well
known in the position where various access control machines locate
rapidly and clearly, electronic map function is provided by this version.
The distribution of the machines is displayed in the way of map.

[ Operation Steps]
1.Click “system management”->“system parameter setting”, and select

[use electronic map mode].

B pomis Corirsl Bt ysiem to e
= ; : e . ‘ s >
St Opendor  Device Mg Limbing  Pviegs Mng artcn Fgus M Pt Doweioad Sprchvores daa
1
s Zeee ]
[ Dewcet | Oeeent e cen = (2= I I ™1 ™ BT e Cot
i |
e ]

Vowd 0 Exceton 0 [ B & o

2.Click the right key of the mouse in the blank area of the device list
to select [set map].

3.Click the right key of the mouse in the blank area of the device list to
select [set map] again and import the source file of the map.
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4, lock the map

Set the map
Delete the map

Set the state picture  »
Set Fonk

Display Caption

Stretch

Lock the map: save the edited map and exit edition.

Set the map: import the source file of the map.

Delete the map: delete the imported source file of the map.
Auto-align: align the devices’ icons.

Set pictures: set the pictures in various states.

- & Download Record

View device L4

4.Click the right key on “device” and select “properties” , you can
detect the device’s information.

5.Move the device to the corresponding position on the map, and click
the right key to select [lock the map].
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= 3 - o t + 2
St Opandos  Devicabing UserMag  Privegs Mg | Monks Rspad A Ragat | Downlsad  Synchionins Sus

Masufactray BiKa, 3)
Manufactroy Alke, 1

. Gaselda 2)

Detsdt (& 0

[ Davice M | Device e T [ Evert Uier b [ Uset nsms I Codin
D] |

O s @ Pacaphon 11 [ T B a o

Dot P Pt ool Dkl AT T200 snfhs - Aoy Doetnli ckrn 200832 11:0007
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6.4 License to detect the fingerprint device

[ Operation Steps]
1.Click “my computer” by using the right key of the mouse, and select
“properties”, as shown below:

2.Enter the dialogue box of system properties, select “hardware”, and
click “device manager” , as shown below:

Symem Resore Automahz Updaer Remote
Gerenal Computes Mame Hadwate Savanced

L Managm

Wfrabows Uplaln

v s vk vy ix yous b s 1 v shite

illweet hichetes orlapaicrn
gl .

Harwaos Eriiss

of ] [ Comcel
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3.Device named “Biometric” can be found in “device manager”, as
shown below:

S Device Manager
Eile  Action  Yiew Help
= @ 2@

=) 3 MICROSOF-DFEST9
# &2 Biometric

#| < Disk drives

L3 § Display adapters

1L DVDJCD-ROM drives

+ {5 Human Interface Devices

+ (=) IDE ATAJATAPI controllers

+ 1 Keyboards

# ") Mice and other pointing devices
+ Q)Mmars
+ HE Network adapters
=1 4} Other devices

@3- SMBus Controler

+ ¥ Processors
% @, sound, video and game controllers
+ e Storage volumes
® System devices
- Universal Serial Bus controllers

4.Click the device with right key, and select “properties”, as shown
below:
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S Device Manager

Ele Action View Help
- @ @

= a MICROSOF-DFESTI
=l S Biometric
=
% W Display adapters
L DVDJCD-ROM drives
+! g Human Interface Devices
() la IDE ATAJATAPI controllers
&) & Keyboards

Update Driver...
Disable
Uninstall

Scan for hardware changes
Properties

+ Mice and other pointing de
o ?J Manitors
+ 8 Network adapters
= 4k Other devices
@3- 5MBus Controler
+ * Processors

# e Storage volumes
@ W System devices

+ @ Sound, video and game controllers

) Universal Serial Bus controllers

5.Detect the device’s properties, type, manufacturer and position as
shown below. The device possesses SDK license.

USB Mass Slorage Device Properlies X

(o e e

@ V. are U 4000 Fingerprint Reader

Device typs: Bicastric
Manndactuser DigitalFersens, Inme. |
Locatior  Location 00Bi okey 200 Fingerprint Seanner) |

Dievice statuz
Thiz device it working propety.
(] v blems with thiz device, click Tioubleshoot to
| st the roubleshooler,
Troubleshoot...
Device usage:
Use this device [enable] v
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7. Solution to problem

Q: How to set Wiegand?

R: For Wiegand26/34, input 26 or 34 in Wiegand item of “device
manager”, the definitions of other formats are as the following:
Wiegand26: with DevicelD:PeeeeeeeeEEEEOOOOOOOO0O0O00P
Efficacy bit, E (even) O (odd), e device ID, E UserlD

Without DevicelD: PEEEEEEEEEEEEOOOOOOOO00O000P

Q: What baud rate is suitable for 4857

R: Sometimes, baud rate of 115200 can be employed to connect the
machine, but 38400 is recommended in this software to ensure high
communication quality.

Q: How to delete a user’s information from one or more than one
device?

R: Enter “user management” interface, select the user to be deleted,
click “detect affiliated device”, select user in the pop-up window, and
click “delete user from device”.

Q: How to delete more than one user from a device”?

R: Enter “privilege management” interface, select “device” in the list,
click “detect device user”, select the user to be deleted in the pop-up
window and click “delete user from device”.

Q: How to delete user’s unwanted fingerprint information from the

device?
R: Select and click “user” on “user management” interface with the
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right key, click “detect fingerprint state”, select the fingerprint to be
deleted in the pop-up window, and click “ delete from device”.

Q: How to control user’s privilege?

R: Refer to the relation diagram (user defined privilege, access control
group and group) in Chapter 5.3.
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8. SOFTWARE USE LICENSE AGREEMENT

(End User Software License Agreement)
LICENSE:

ZKSoftware will grant you the use right of this software program,
but you must ensure: don’t use, copy, edit, rent or attorn this software or
any parts of this software beyond the terms in this agreement.

YOU MUST ENSURE:

1. Only use this software in one computer.

2. In order to be used in this computer, the system’s copy must be

made in readable format to prepare backup or manage files.

3. The system and the license agreement can be attorney to the
third party under the condition that the third party accepts the terms of
this agreement. When attornment happens, the original files and their
copies must be attorned together, or destroy all the copies which are not
attorned.

4. Only use this software in multi-user environment or network
system in one of the conditions below:

OThere is proclamation which allows using this software in
multi-users environment or network system;

®or every node/end has purchased the using license of this
software.

OTHER RESTRICTIONS:

1. Don’t attorney the system’s license again,

2. Don’t decompile, disassemble, or reverse-engineer this software,

3. Don’t copy or attorney this system or any parts of the system

beyond the terms of this agreement. Your license will end
automatically when this system or all or parts of this system are
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attorned to the third party.
COPYRIGHT AND PROPERTY:
The name of this software and its duplications must be together with the
company indicated in CD or in software.
The software and its documents are protected by copyright laws and
international treaty provisions.
You cannot delete the copyright announcement from the software, and
guarantee to replicate the copyright announcement for the duplications
of the software. You agree to stop any illegal duplicating actions for this
SOFTWARE and its documents.
LIMITED WARRANTY:
ZKSoftware warrants that if use the software in normal condition, there
will be no materials or craft defects in software in 90 days since the sell
date. If there is defect indeed after validation, ZKSoftware’s
responsibility is to change good software for you as the only
compensation.
If the defects are caused by accidents, or misuse or incorrect use, this
warranty will be of no effect.
The warranty days for the exchanged software are the rest of the
warranty days of the original software, or 30 days if the rest of days are
less than 30 days.
NO OTHER WARRANTIES:
There are no any other warranties besides the above ones.
LIMITED LIABILITY:
The above warranty refers to all, both pointed content and implied
content, including, commodity and adaptability of special application
purpose. Whether both parties abide by this agreement or not,
ZKSoftware and its agent & seller have no responsibility for the profit
loss, lost availability, business interruption, or any indirect, special,
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inevitable damage, or any compensation claim brought by this system,
even if ZKSoftware is informed in advance that such things can happen.
TERMINATION

Without prejudice to any other rights, ZKSoftware

may terminate this agreement if you fail to comply with the terms and
conditions of this agreement. In such event, you must destroy all copies
of the software and all of its component parts, or give them back to
ZKSoftware.

GOVERNING LAWS:

INTELLECTUAL PROPERTY RIGHTS PROTECTION
COPYRIGHT LAW, and PATENT LAW and so on.
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